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ABSTRACT
Digital twins open up new possibilities in terms of monitoring,
simulating, optimizing and predicting the state of cyber-physical
systems (CPSs). Furthermore, we argue that a fully functional, virtual replica of a CPS can also play an important role in securing
the system. In this work, we present a framework that allows users
to create and execute digital twins, closely matching their physical
counterparts. We focus on a novel approach to automatically generate the virtual environment from specification, taking advantage of
engineering data exchange formats. From a security perspective, an
identical (in terms of the system’s specification), simulated environment can be freely explored and tested by security professionals,
without risking negative impacts on live systems. Going a step
further, security modules on top of the framework support security
analysts in monitoring the current state of CPSs. We demonstrate
the viability of the framework in a proof of concept, including
the automated generation of digital twins and the monitoring of
security and safety rules.
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INTRODUCTION

The terms Industry 4.0 and Smart Manufacturing refer to the vision
of a highly efficient, autonomous and flexible production process.
At the core of both aforementioned concepts are cyber-physical
systems (CPSs). A CPS is a system that combines computational
(e.g., computing hardware/software) and physical (e.g., actuators)
components, allowing the system to interact with the real world [4].
Moreover, CPSs can integrate networking capabilities, a feature that
is a cornerstone of interconnected and autonomously operating
manufacturing systems.
However, increased digitization and connectivity open up new
attack vectors that may not only put an organization’s assets at
risk, but could also endanger human life. This is especially important for industrial control systems (ICSs) — a subset of CPSs —
where safety has been the main focus. In this context, it should be
noted that security issues can lead to safety implications. In fact,
the lack of adequate measures to secure CPSs in critical infrastructures (e.g., sewage treatment plants [30]) could even have severe
consequences for public safety [21, 22].

Security testing, monitoring, and intrusion detection, as defined
in industrial standards and guidelines such as IEC 62443 [14] and
NIST SP 800-82 [31], are important measures to fortify industrial
environments. Due to the criticality of the running systems, testing
in the production environment is not recommended. The setup and
maintenance of test environments on the other hand, is expensive
and time consuming, often leading to incomplete and outdated
environments. A similar issue can be identified with focus on the
evaluation of research results in this domain. As an example, intrusion detection in CPS got much attention over the past years,
but the evaluation datasets are frequently not published and the
cyber-physical setup cannot be reproduced most of the time. This
hinders adoption and independent comparison [15, 24].
In this paper, we propose a novel framework named CPS Twinning to build and maintain fully functional digital twins of CPSs.
The term "Digital Twin" was coined by Shafto et al. [29] and describes the use of holistic simulations to virtually mirror a physical
system [26]. Adopting such a concept could enable operators to
monitor the production process, test changes in a virtual, isolated
environment, and to further strengthen the security and safety of
CPSs.
A recent study by Rubio et al. [27] suggests that a virtual replica
of the physical process may be leveraged for security purposes,
however, leading to new issues concerning the creation and management as a consequence thereof. While the manual creation of a
virtual environment for digital twins is time consuming and errorprone, we want to produce the environment completely from specification. This approach is efficient, reusable, and moreover, guarantees an identical setup. Ideally, the specification of the CPS is
already defined and maintained as part of the system engineering
process [19, 20] by means of standardized data formats, such as
AutomationML (AML) [10].
We consider two main modes of operation of the virtual environment, either (i) in a simulation mode, operating independently of
the physical environment, offering the possibility to monitor and
explore a virtual clone without risk, or (ii) in a replication mode, replaying the events from the physical environment for visualization
and analysis. On top of this virtual representation, multiple security
features can be established. For example, security and safety rules
stated as part of the specification can be automatically monitored
on the basis of digital twins. In addition, new physical devices can
be connected and tested in the virtual environment, without influencing production systems. Security testers also have the possibility
to freely explore and attack a virtual replication of the production
setup. With this approach, security can be seamlessly integrated
in the entire production lifecycle, starting from the engineering
phase.

